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Question No. 1 is compulsory.
Attempt any four of question Nos. 2 to 7.
Parts of a question fnust be answered together.
Marks are indicated against each question.

L (¢)  Differentiate between tuples and attributes of a relation.

[llustrate by giving an example. 4
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For the binary relationships given below, sugges |,
o e

cardinality ratio based on the common sense meaning
of entity types.
Entityl Cardinality Entity2
Ratio

(3 STUDENT ... TEACHER

(Enrolled in a Course)

(ir) CLASSROOM ... BLACKBOARD

(i/) COUNTRY CURRENT PRESIDENT
(ny EMPLOYEE ... DEPARTMENT 4
Justity the following statements - 2x3=6

Primary key cannot be null.

(iry Weak entities do not have their own ke

altributes

Detine foreign key. Why is it used 7

-

r
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What is a relational data model ? Explain in the context

of a relation "STUDENT". 142=3

Consider the following database schema.

STUDENT
Name Student_id Class | Major | Marks
Smith | 17 | CS 85
Browny | 8 1 CS 76
Jane 14 ] CS 65
Béb 5 ] CS %

Write SQL statements o perform the following

operations on the above database.

(/) Insert a new student, <‘Johnson’, 25, 1. ‘MATH’>,

in the database.
(i) Change the class of ‘Smith’ to 2.
(iii) Delete the record for the student whose name is

‘Smith’ and whose ‘Student_id’ is 17. 3x2=6

P.T.O.
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(g)  Ditferentiate-between DROP and DELETE command with

the help of one example each. 4

(h) Consider the relation given in Q.1. (f). Write SQL queries

for the following tasks :

(i)  Display the name and marks of the student who

scored highest marks.
(if) Display total number of students,

(iif) Display average marks of the class. 3x2=6

I

(@)  Define the following terms :
(i) Meta data
(i/) Candidate key. 2x1=2

(b)  What are the four types of database users ? Discuss

the role of each. ) | 4

(©) Differentiate between HAVING and WHERE clause.

Hlustrate the same by giving one example. 4
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Consider the following COMPANY database schema :

o [ e | ’I//I/l'l\
[ | : ,. [

OEPARTMENT
{—T—.N;/ﬂ I DNUMBER ] uenseu{ MGRSTARTDATEJ

DEPENDENT _
rssm DEPENDENT_NAME { sex l BDATE RELATIONSHP J

()  Specify six primary and six foreign keys for this database
schema. | 6
(i)  Write CREATE TABLE command for the relation
DEPARTMENT specifying primary and foreign key

constraints. 4

Consider the following set of requirements for a - UNIVERSITY

database that is used to keep track of students’ transcripts.

(@)  The University keeps track of each student’s name,
student number, social security number, current address,

birthdate and sex.

P.TO.
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department

rtment is described by @ name,
/

(bp) Each depa

code. office number, office phone. major department,

minor department and degree program (B.A., B.Sc. etc)

Each section has an instructor, semester, yearl course

(c)
and section number.

problem. Specify key

Design an ER diagram for the above
10

attributes of each entity.

(a) Consider the following tables:

WORKS (Pname, Cname, Salary)

LIVES (Pname, Street, City)
LOCATED_IN (Cnamé, City)

MANAGER (Pname, Mgrname)

Where Pname=Person name, Cname=Company name and

Mgrname=Manager Name

Write SQL queries for the following

() List the names of the people who work for ¥

company Wipro along with the cities they live !
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‘(i) Find the people who work for the company
‘Infosys’ with a salary more than Rs. 50.000. List
the names of the people, along with the street

and city addresses.

(iif) Find the names of the persons who do not work

for the company ‘HCL’. 3x2=6

(b) What do you understand by Normalization in database
design ? Explain Third Normal Form (3NF) by taking

suitable example(s). 4
(@) What is a relationship set i 2
() Give short answers for the following :

(/) Properties that describe an entity’s characteristics.

(i) Language used to define data in a database.

(i) SQL clause used for sorting the tuples.

(iv) SQL clause used for pattern matching in a

string. 4x1=4

PTO.
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Suggest appropriate data types tor the t‘ol!oumg
attributes
(/)  Date of birth
(if) Marks of a student
(1if) Employee id
(/v) Name of a school. 4x1=4

What is a binary relationship ? Illustrate the same with

the help of an example. 4

Describe the three level architecture of database
approach for a DBMS with the help of a block diagram.
What is the difference between logical and physical data

independence. A 4+2=6
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(Write your Roll No. on the top immediately

Question No. 1 is compulsory form Section A.

Attempt any four questions from Section B.

Section A
I.  (a) Briefly describe the term authentication. 2
() What do you understand by password cracker ? List any
two cra;ker programs. 3
of service

(¢) Define electronic signature and denial
3

P.TO.

attack.
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(e)

@)

(h)

(0

()

(k)

Differentiate between law and ethics. 3

What is the punishment under Section 66A for sending

offensive messages through communication service

under ITAA 2008 2

(OS]

Explain briefly an intrusion detection system.

Ko

What is a security policy ? Explain the contents of a

security policy.
Write notes on (any two) :

() Incident Response Plan
1

(i) Password selection criteria

(7if) ~ Section 72 for Breach of confidentiality and privacy.

What is a firewall ? Why is it used ? Explain what a firewall

can and cannot do ?

List the three security goals of a computer system. 3

What do you understang by default accounts in

Windows ? What is its disadvantage 2

-
3
-
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(a)

()

(b)

(a)

(b)

(a)

(b)

( 3 ) - 2686
Section B

What is Computer Crime ? List any three examples where

computers are used to commit crime. 4

What is the difference between vulnerability and

threat 2 Explain different kinds of threats. 6

Encrypt the text “Meet me tomorrow at ten” using ceaser

cipher with key as 3. 5

Explain Section 66F on Cyber Terrorism of

ITAA 2008. 5
What are scanners and why they are used ? .4

What is the purpose for security policy ? Also explain

durability of security policy. 6
Explain any four means to commit Cyber Crime. 4

What do you understand by hacker ? Explain how hack-

ers are classified into different categories. 6

P.1.0.
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(@) What do you understand by risk ? What are the
strategies for dealing with risks ? 4

. fli

(b)  What is Hijacking ? Explain TCP Session Hijacking, 6 1

Differentiate between : 10 3%
1

(/)  Virus and Trojan
- ur

(if)  Active and Passive Attacks

o
"

(ii)) Fault and Failure

(iv) - Symmetric and Asymmetric Encryption.
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All questions in ‘Section A’ are compulsory.

Attempt any three questions from ‘Section B’.

Section A

L. Choose the correct option. (Write the question along with the

correct option) : 10

()  Which one of these is not a Search Engine activity ?
(q) Crawling |
(b) Copy Writing
(¢) Processing
(d) Indexing

P.T.O.




(i) On-Page SEO includes :

(#ii)

()

(@)
(b)

(0)
(@)

Good content, Good keyword selection

Copy Qriting,, Giving appropriaté title to every
page

Link building,' increasing link popularity

Good content, link building )

Keyword stuffing is :

(a)

®

(©)
(@)

Placement of keywords within a page to raise the

“ keyword count

Repeating keywords in meta tags
Creating a rogue copy of a popular website

None of the above

Which statement is FALSE 9.

(@)

by

(©)
(@)

Use unique keywords
Use keywords in meta description tég
Page title of few pages can be same

A tactic that does not involve deception, is a

White Hat SEO tactic
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(v) In SWOT analysis :

(@) Weaknesses and opportunities are beneficial in

reaching the business objectives

(b)

Attempt is to remove threats and opportunities
@

| (d) None of the above

Strengths and Weaknesses are internal environment

(vi)  Statement | : A tactic should conform to search engine’s

guidelines

Statement 2 : Websites should include doorway pages

Select the correct option :

(@) Both Statement | and Statement 2 are TRUE
(b) Both Statement 1 and Statement 2 are FALSE
(¢) Only Statement 1 is TRUE
(d) Only Statement | is FALSE
(vii) The two ways of optimization are :
(a) On-Page SEO and Crawling
(b) Crawling and Indexing
(c) Ranking and Processing

(d) On-Page SEO and Off-Page SEO

P.T.O.
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(viil) Which statement is false for incrc?asing page rank )
(@) Create a higI‘1 quality web page
(h)  Cloaking SEO tactic is favorable
(¢c) A web page should be designed to rank highes
in the search engine results
(d) Put main keywords in <title> tags
(ix) Whivch of the following is illegal way of SEQO ? 77
(@) Link Building
(b) Writing Meta Tags
(c) Creating sitemap
(d) Creating doorway Pages
(x)  Which of the following are the different techniques used
while performing Search Engine Optimisation :
(a) White\ Hat SEO
(b) Black Hat SEO

() Gray Hat SEO

(@) Both (a) and (b)
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Section B
) (a)- Explain White Hat tactics fgl' Search Engine
Optimization. 3
(b) Explain search engine optimization brocess for achieving
high page rank. 7
;@ Explain Canonical tag. Why is it important for Search
Engine Optimization. 3
() What is “Alf" text ? Why should we use this while

designing web pages ? 2
4 (o) How an image can be optimized by search engine
optimization ? 3

() What is a Meta Descriptiﬁon tag 7 2

5. (@) Why sitemap is important for a webéitex ? 3
(b) Define and. explain domain name. 2

| . 5

6. Write short notes on the following (any 1wo) :

(@) Social Book Mark
(b) Door Way Pages

(& Blog submission.
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Ve :— Answers may be written either in English or in Hindi;
but- the same medium should be used throughout the
paper.
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All questions carry equal marks.
Attempt any five questions- out of Eight questions.
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W WS § ¥ e uim 9o %.wﬁml"_

P.TO.
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I, (q) Explain the characteristics of @ g0od research g dis
the types of research in detail. |
(b) What is the difference between Quota Sampling gy,
snowball sampling ? 105
) T ey WY & fANITA SR qey ferem
§ Wy @ wER WA i
(@) ® YA q FAA T P g e
T ?
2. (a) Explain various steps involved in a research
process.
Y (b) How a researcher reviews the Iiterature 7" Explain various
methods for it. 18
(a)@@amﬁmﬁwmm
foversm wifso | .
(%) TF Ve S Wi e w@ b
R o A eren wifv

-3 @r |

Explam the prmcuples of samplmo What are the methods

| of drawmg a random sample ?
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o What are the essential characteristics of a wood

ST 1 ]
quesnonnalre : 8.7

(%) Qi?‘aq:‘ g F1 = =i T G|
gfaead & e % #= @@ § 2

(A) Tk IS UTAEA! hl STEYAE  favimand &

€ 2

Enumerate the different methods of collecting data giving-

one example of each.

(b)  What are the steps in the process of data preparation ?

Explain in detail. : | 718

(3) 7w @ fom TE SO A [ SES W

ﬁﬁﬁ?ﬁfﬂﬁtﬁmﬁml

(a)mmmﬁmﬁwm%7
ﬁwn@mﬁqa

‘ > (s) What are the_ .Eﬂ‘ﬂcai issués éoxméfniing the res_e'é.rc'h";.
l 4. pa'rticipan'ts of"a "resé-ardi activity. Explain.

! (o)) Statistical .Analysis pléys an important role m rés.earch..
- Justify. S oW

| | | | - R " pTO.
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‘(@) Define the main issues which should receive (e

attention of the researcher in formulating the research

problem. Give suitable examples.

(b)  Explain how qualitative research differs from quantitative

- research. - 105

(1) gea 8 F wfeafo v S s e @
wﬁﬁ&ﬁumfaﬁwﬁamﬁamaﬁm |

(a)vﬁnwmsﬁuﬁm@u%éfwmi
¥ ? fawdwo wifvg

- (@)

Explain the various types of sampling techniques used

by a researcher for a research activty.

)

H L §
ow the research repon is prepared for any research ?

-~

Explam 18
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Write short notes on (any nvo) : 7515
() Research design
()  Types of interviews in any research
() Referencing systems

(d) Sample size.

wamﬁmﬁwﬁﬁf@ﬁ
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(B
()

~ Part A (Q.No. 1) is éqmpulsory.
Attempt any three questiohs frqm .Part B. .
- PartA |
Deécr-ibe fhe following with respect to database : 2_
)] Secopdary key |
(i) Minimal key.
When is a table in 2NF ? 2
Write the syntax of the following : 2
() ALTER TABLE |

(i) INSERT.

P.TO.
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(a)

- (b)

(a)

()
©
(a)
®)

%5

What is the difference between DDL gy Dy
L

. . N 2
why is Entity Relationship Diagram imPOrtan
t?

State two problems associated with data redung
an(:yl )

What do you mean by stored and deriveq attrih
Uteg 9 = |

Give example.
3

Part B

Briefly describe any four disadvantaggs of fi
systems. 4
Explain any three relational set operators giving
examples. | | | ‘
Describe the following ferms ; 4
() Partial functional dependency

(i) Group by clause.

Briefly describe logical and physical data independence. 4

What is a weak entity set ? Give an example.

Differentiate between JOIN and UNION with example. 3

Deﬂn¢ normalization. Explain its importance: Give

databas®
)

example to show how normalization is useful i"

design, -

}265
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(a)

(b)

(c)

)

(b)

©

265

Explain referential integrity and entity integrity with

suitable examples. 4

Give ftwo advantages and two disadvantages of a

network database model. 4

Mention different types of database users. 2

With the help of a diagram, explain the three layered

architecture of DBMS. 4
Give two advantages of using relational data model. 2
Write short notes on : 4

() SQL CONSTRAINTS

(i) VARCHAR.
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Name of the Paper Database Management Systems
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Duration : 3 Hours Maximum Marks : 75

(Write your Roll No. on the top immediately on receip! of this question paper.)

Question No. 1 is compulsory.

Answer any five questions from Question Nos. 2 to 8.

ata redundancy 7 4

I (@) Whatare the problems caused due to d

(b) Explain any wo functions of DBMS:

(¢) Give full form of the following :

(1) SQL

(i) DML .
P.TO.
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(d) How are entities and attributes rePreSemed .

ER
model ?

| 2

(¢)  Differentiate between Single-Valued angd Multi~\/a|
Ugg
attributes with examples. 4
%)) Explain the Integrity Rules to design , database. .
(g) What is partial dependency ? Explaip With 4 Suitab),
example. g
(h)  Explain Foreign key in a relation. ,
What are the components of a database system 9 10
A éollege maintains data about the following entities - |

(¥

(i)

Courses : including number, title, credits, syllabus, and

prerequisites;

I' H ’ ear
Courses offered Including course number, year,

. . imings and
Semester, section number, instructor(s), timings,

classroom;
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(iii) Students : including student-id, name. and progra
: m;

(iv)  Instructors : including id_number, name, department and

title.
Construct an E-R diagram for the same.

"Consider the following schema and write SQL for the

following :
Student (RollNo, Name, Age, Sex, City)

Studenf_marks (RollNo, Marksl, Marks2, Marks3)

() To create the given tables and declare primary keys

and foreign keys. 4

(i)  Display student details grouped by their city. 2

(iiiy  Display name of students who got more than 75 marks

in Marks-1. 2

(™) Delete the table Student_marks.
P.T.O.
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Consider the following rel

ations R1 and R2 .

Roll No. Name
-
1001 Ankit
1002 Suraj
2001 Vivek
2002 Ruchika
R1
Roll No. Name
1004 Amit
105 Suraj
20 Ruchika
! Ankit

R2
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Give the result of the following operations

(1)

(i)

(¢07)

(iv)

(v)

()

(6)

(a)

(b)

F1 PRODUCT R2
R1 UNION R2
R1 INTERSECTION R2

SELECT Roll No. greater than 1005 From Rl

R1 DIFFERENCE RZ

Explain the different data anomalies in a database with

example. 6

Differentiate between  primary key and “secondary key

in a relation with example. 4

Expiain any fwo advantages of DBMS.

tER

Explain different types of celationships that exist in 2

6
database model.

P.T.O.



write short notes on any four
(/) Network Déta Modecl
(77) Connectivity and Cardinality
(iii)  Relational set operator JOIN
() Da(a Dictionary and S_ystém Catalog

(v) Third Normal Form.
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(iirite your Roll No. on the top immediately on receipt of this question paper.)
Q. No. 1is compulsory.

Answer any five questions from Question No, 2 to 8.

(@)  What is the importance of entity integrity and referential

integrity in a database ? Give examples.

4
(b)  Define primary key with an example. 2
(c)  Define Third Normal Form with an example. 4
(d  Give full form of : 2
(/) RDBMS
(i) DDL.

(¢)  Differentiate between SELECT and PROJECT operators

wifh example. 4

-~ PTO.
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2

(N Explain the following data types :
() DATE 4
(if)y  VARCHAR(4)

(g)  Define “data redundancy.

; . 2
(i)  Explain not NULL constraint with syntay_

3
Explain the various components of DBMS Cnvironmen,

| 10
(@) Define relationship. Explain the differen, types
of

relationship with an example.

§
(b)) What are composite attributes ?

2
(a) Differentiate between the following with Sitap,
' ¢

example :

4

(/) Atribute and Tuple
(i) DELETE and DROP command.
(b)  Explain JOIN relational operator with an example. ¢

Consider the following relations PERSONI and
PERSON2 :

10
PERSONI1
Name Age
Mark -3
Tom 28
Joe 21
Henry £9)
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PERSON2
Name Age
Mac 30
Tomy Y
Joe 2l
Henry 32

Give the output of the folloWing operations :
(0 ~ PERSONI UNION PERSON2

() PERSONI INTERSECT PERSON2

(i) PERSON2 DIFFERENCE PERSONI

(v) PERSON2 PRODUCT PERSONI
() PROJECT name from PERSONI.

A car insurance company maintains data about the following

entities : 10

(i) person : including driver-id, name, address

(i) car : including license, year, model

(iif) - accident : including report-number, date, location

() participated - including driver-id, license, report-number,
damage-amount.

Construct an ER diagram for the same.

(@) Explain hierarchical data model. 4

(b) Describe any three problems with file system. 6
P.TO.
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Considet f
l«‘MPLOYEE(ENO,
DEPART

qymbols have th

(@)

h)

)

195
he following tables
O, ENAME, DOB, ADDRESS, SA[, ARY, Dy,
MENT(DNO, DNAME, DLOCATION, JOIN D,
eir usual meanings.
Give the SQL commands to create the given tables .
declare primary keys and foreign keys. 4
Write a query (o get.the names of the employees ang
their departments whose salary is greater than 1,00,00(
2
Write a query to calculate total and average salary.
Write a query to get employeé. names; :and the name
of the depaftment the.y work  for, who joined on

1 Nov. 2004”. |

-
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L No. of Question Paper : 3006 GC-4
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Instructions for Candidates

|, Write your Roll No. on the top immediately on receipt of

this question paper.

), The paper has two sections. All questions in ‘Section A’

are compulsory.

}.  Attempt any five questions from ‘Section B’. Parts of a

question must be answered together.

SECTION A
L @) What is Multimedia ? (2)

(ii) Write the difference between Serif and Sans Serif.
(4)

Give examples also.
P.T.O.
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(iif)

(iv)

(Y)

(vi)

(vii)

|
What do you understand by the Tween;

18 aht}l

Kinematics techniques of animation, )

What is Vector Drawing ? Give twg exampleg he,

: ¢

we use Vector Drawing. (5)
What is the use of color palettes ip Multime dia 9

3)

Write any two uses of Intelligent Mu“imedia

System. Q

Explain any two

Sound-editing Operations i,
Multimedia.

|
5)

SECTION B

(a) Discuss the differences among Interactive Multimedia,

Hypertext, Hypermedia.

)

(b) Briefly discuss the origin of Cel Animation and the

concepts that go into creating these animations. (4)

(a) Explain Types of Authoring Tools.

(6)

(b) Write the precautions to be taken while Shooting and
-editing a video for g multimedia project. (4)
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an( 4.

(4

3

(a) What is Anaiog Video. Describe the three channels of

Color 1nf01mat10n in analog video. (6)

(b) What are Image-Editing Tools ? Give any 2 features of
Image-Editing Tools. 4)

(a) Differentiate between MIDI and Computer Animation.
Also explain which audio file format are best used in

multimedia project ? (6)
(b) Explain HDTV. : | (4)
(a) Describe the stages of a Multimedia project. (6)

(b) Write the application of Multimedia in Schools and Public
places. I (4)

Write short on (Any 5) of the following : (10)

(i) Dithering Process

(ii) Anti aliasing

(iii) Morphing

(iv) Role of Multimedia in Virtual Reality

(v) 3-D Drawing-and Rendering

(vi) Codec
P.T.O.
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8. (a) Differentiate between Web Page Makers g <
builders. Also give an example of both. S(lte

)
(b) Differentiate between Typeface and 3 Font. Wri

te at
least three examples of both. ok

)
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(Write your Roll No. on thé top immediately on receipt of 1hfs question paper.)
The paper ﬁas two sections.
All questions in Section ‘A’ are compulsory.
Attempt any three questions from Section ‘B’.

Parts of a question must be answered together.

Section ‘A’

. (@) Define the terms exploit and exposure. 2
(b)) =~ What are Risk assessment and Risk control ? 2
(¢)  Define 'Stegz}nography. ' R ' : 2

(d What is the value of information security for an

organization ? | 2

PTO.
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(a)

()

(a)

(b)

328
What are determining conditions for penatje
> 8850Cigtey
with laws and policies ?
3

What is access control ? Describe jtq 4
€nt
approaches.
4
Section ‘B’

Describe any five components of an infopmy |
matiop

system.
4 5

‘What is C.ILA. triangle with respect to information

security ? Explain characteristics of information o
which C.L.A. triangl_e‘is based. 5
What do you understand by threat ? Explain any fou}
types of threats come under forces of nature. S

How can deviations in quality of service affect the

availability of information and system ? 5

Explain how cultural differences can make it difficult to

determine ‘what is and is not ethical when it comes fo

the use of computer. g

How a defender know yourself and know the enemy

n many threats are

5

to protect an organization whe

constantly attacking ?
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Differentiate between trusted network and untrusted
network. How do packet-filtering farewell and dynamic
packet-filtering firewall work ? | 5
What is Cryptography ? Differentiate between Symmetric
and Asymmetric cryptography. 5
short notes on any five : | 10
Digital certificate

Worms

Criminal law

Civil law

Vulnerability

Virus

Utility.
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(Write your Roll No. on the top immediately on receipt of this c)uestion paper.) -
Section ‘A’ is compulsory.

Attempt any three questions from Section ‘B’.

Section ‘A’

. (a) Define the folowing terms : 1( | 2
(B WWW
(i) HTTP.

(b)) Give the output of the following PHP program :
<?php
function printCity($NameOfCity)

1
print("The city is $NameOfCity.<Br>");

P.T.O.



functi

{

on Califomia( )

$capital="Sacramento";

printCity($capital);

function Utah( )

{

$capital ="Salt lake City";
printCity($capital); |
)

function Nation( )

-

global $capital;

printCity($capital);

$capital="Washington DC";
Nation( ); |
California( );

Utah( );

Nation( );
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List the uses of CMS. | »
What is Escape Sequence ? Give two examples. 2
Differentiate between (==) and (===) operators ? 2
In pattern matching where and how a period(.), a carat(®)

and a dollar sign($) in pattern matching. 3

Section ‘B’

~ Explain the working of a do-while loop with a suitable

example. 5
Write a PHP program to Print first ten odd numbers.

, | .
Exp_léin the different kinds of data types in PHP- with
one example of each. - 6
Whafc do you understand by fqrm processing ? Give
a suitable example. 4
Explain the concept of recursive functioﬁ with the help
of a ‘suitable example. 6
Write a program to ensure that a ZIP code is in the
proper form of five digits followed by a dash and four

more digits. 4

P.T.O.
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o .Write <hort notes on_ the following : )

() Search Engines
(i) Break statement.
) Write a PHP program to print the fOllowing
pattern : | 4
*
x Ok
x k k
* * * *

6. Create a database named “‘Person” h.aVing‘a table named
‘Details’> on the localhost. The ‘table has following
fields : ' | 10 |

ID | Username | Password | Age | Address | Profession
Write PHP program to inserf values into the above
table.'

330 4 | 20
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(Write your Roll No. on the top immgdiately on receipt of this question p;zper.)
The paper has two sections..
All questioﬁs in Section ‘A’ are compﬁlsory.
Attempt any three qﬁegtions from Section ‘B’.
Parts of a question must be answered tqgether.
Section ‘A’

L. “(a) ‘,Explain any two characteristics of information with

respect to security. 2

(b) List any four threats by forces of. nature. 2

(©  Write the difference between exposure and vulnerability.

2

P.T.O.
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Explain the term malware. ,
Differentiate between laws and ¢thics,‘ )

Why is the risk identification important to the risk

-management process ?7 ‘ )

Describe Non-discretionary access control approach. 2
What is Link encryption ? - 1
| Section ‘B’
Explain various components of information system. 6
Explain the term security. | ' S
What is the difference between a denial-of-service -attack
and a distributed denial-of-service attack ?1 3
What is the most common form .of. violation of
intellectual property 2 How does an organization protect
against it ? | - . : 4
Define firewall and descﬁbe its various processing
modes. | | -6 “
How is due diligence different from due care ? 2
What can be done fo deter someone from committing
an unethical apd illegal behaviour ? - 3

Describe risk management and its various components. -

5
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s, (@) What is access control ? Describe four mechanisms on

which all access control approahces rely. 6

(b)) What is symmetric encryption ? Why is it important

to exchange keys out of band in it ? 4
6. Write short notes on (any five) 10

(@)  Spoofing

(b) Dictionary attack

(c) Digital Signatures

(d)  Asymmetric encfyption
(e) Man-in-the-middle

(/  Proxy server.



